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Who we are ©mwF

A 8 b @ onbt-far profit child protection A"l o oy vb~r"op tb@sb dfsbk
organisation . place to report child sexual abuse imagery,

A Weidentify images and videos showing anonymously Onow in 50 countries.

the sexual abuse of children, wherever A More than190 global technology

they are found on the internet. We then companies make up our membership.
work with partners and law enforcement

globally to have them removed.
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Our Members
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Every one of us spins a thread of our stories into a.v.a’sA apestiy.
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Finding child sexual @WF

abuse imagery Crawling

We use technology to automatically crawl
from site to site looking for known content.

Public reports Report Remove
We take public reports in the UK and from our Children can report to us, via Report
50 international portals. Remove, an IWF & Childline partnership.
Proactive Child Abuse Image Database (CAID)
Our analysts proactively search all public areas 8bdsb tlohba tfge qeb ) I
of the internet including forums and the dark assess and hash (create digital fingerprint)
web; their experience and expertise means they 2 million of the worst child sexual abuse
know where criminal content is exchanged. images found by UK law enforcement
from CAID.

We continue to use CAID daily to upload
— —— images, intelligence and for victim
' identification work.

o
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@IWF

Every one and a half Every two minutes , that
minutes, IWF analysts webpage shows a child
lassess a webpage. being sexually abused.




Scale of the
problem in 2022

255,588

Reports were confirmed to contain images
or videos of children suffering sexual abuse

199,363

reports included child sexual abuse
images/videos where children are often
groomed/coerced/exploited online O
Up bdibck bo”~ gbaU

As each report contains
at least one, and
sometimes thousands
of Images, this equates
to millions of criminal
Images removed from
the internet.



Sex of victims over 10 years

In 2022

of the reports showed girls
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2022 reports by age breakdown
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0-2 ' ©o)

11,351

90,368
146,044

ELEE
14-15 1%)

— 1,266
16-17 ©%)

o

30,000 60,000 90,000 120,000 150,000

Number of reports

Age 0-2 Age 3-6 @ Age7-10 () Age11-13 Age14-15 @ Age16-17

@ IWF



Age of victimsOcomparisons year on year @wE
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Location of content 2022 @®IWF

North America

41,464 Reports | 16% Asia
Q 45,048 Reports | 18%
Grand Total: _
255,571 | 100% Africa
60 Reports | 0%

Hidden Service:
1,067 Reports | 0%

Europe

Report Remove: (Including Russia & Turkey) Australasia

101 Reports | 0%

167,809 Reports | 66% 16 Reports | 0%



UK-hosted child sexual abuse: 2022 ©mwr

TheUK hosted 0.25% of all
child sexual abuse URLSs
which IWF identified in 2022

3 Minutes

Fastest removal time

A The UK hosts a small
volume of online child
sexual abuse content.

A Since 2003,UK hosting
Is less than 1%.

A In 2022 this figure was
just 0.25%.

A All16 companies
whose serviceswere
abused were not IWF
Members.



@ IWF

In the UK the IWF sits at the
heart of the national response
to combating the proliferation of
Indecent images of children.

It is an organisation that deserves to be

publicly acknowledged as being a vital part of

how, and why, comparatively little child sexual

N rpb JAgbof A fp el pqgba

Professor Alexis Jay

The Independent Inquiry into Child Sexual Abuse (IICSA)



X 4 bdibck bo*"gbao

The capturing of activities
while there is no abuser
physically present in the
room with the child




in our children’s bedrooms

¢

IN CONVERSATION WITH

IWF Senior Analyst, Rosa

¥ Internet iwf.org.uk/inconversation



Total number of actioned reports @rwr
Abuser present vs WBelf-d bk bo”~ gb a U

2017 2018 2019 2020 2021 2022

I 78,589 I I
0 85,349 85,369
94,252 68,000

19,698
38,424




182,281

We found that sexual imagery created of
children when they are online, often in the

pr mml pba xp?”cb pm» bp®@d | c gebfo _baoll]j p%lgl?’?qg
accounts for almost four in every five reports.



Vulnerabillities ®mwr
-the child is never to blame*

A Key stage of sexual development (amplified
feelings of anxiety, sensitivity + vulnerability,
curiosity + riskierbehaviours);

A PopularityOUi f hbpU ori by
A#bifbsb fqgdp grpg ~ d”jb

A Naivety about the honesty of others & a
misplaced confidence in themselves;

A Special educational needs increase
vulnerability;

A Having use of an internetenabled device
with a camera.

*Informed by research byBritainThinkson behalf of IWF, 2019




Tactics observed
by our analysts

Offenders will;

Ax4>rqgqgbodrk@ i ~odb

A Apply pressure / persuasion / coercion Hey, fancy doing a challenge?
A Encourageqgebj f kgl ~ Ue

O

A Tell them how beautiful / pretty / grown

i ?
up they are what kinda challenge”

A Show them recordings of other children
al fkd pbur » normaliseZ sffqq fgd p
their victim.


https://emojipedia.org/zipper-mouth-face/

Prevention& Protection campaigns @wr

Building resilience to the threat of self -generated
sexual abuse of children, thereby reducing the
number of incidences. Phase IV:

1. To raise awareness of the risks ta. GBTQ+ young
people in particular, including male identifying
young people andgirls aged 11-13. Help them
recognisethe actions of offenders, feel empowered
to block, report & tell someone they trust.

2. Providemore positive actions for parents and
carers to take to prevent their child becoming
a victim of this type of abuse.

3. Campaign to run for 6 weeks starting or® February
Oending w/c 20 March .

Funded by IWF. Supported by Snap and TikTok with ad credits.

BLOCK,
REPORT,
TELL
SOMEONE

YOU
TRUST

GURLS
ouUT
LOUD
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Home Truths

Follow the T.A.L.KcheckKlist;

Talk to your child about online
sexual abuse.

Agree digital boundaries. THEY DON'T NEED
. TOBEIN YOUR
Learn about online platforms HOME TO ABUSE

YOUR CHILD.

your child loves.

Know how to use tools and T
Safety Settings_ AND CARERS DO?

Al"obkqp@ obplro‘b | Kk .
. .
with conversation starters.
Talk to your child about online Agree ground rules about the way Learn about the platforms and apps  Ki 10 use tools, apps and
sexual abuse. Start the conversation  you use technology as a family. your child loves. Take an interest in at can help to your
- and listen to their concerns.

inow how
settings t

llllllllllllllllllllll fe online.

/I Protecting children for 25 years iwf.org.uk



Parent content creators

Three tips to talk to
your child about online
sexual abuse

Hello, this is Danielle

Here are three tipstohelp you
talk to yourchild

@powerthoughtsnc @someone_s_mum
(19.4K followers on Instagram) (37K followers on Instagram)

@robertjdouglas

(14.7K followers on Instagram)

@annikisommerville
(19.8K followers on Instagram)



Parent content creators @IWF

Compilation film



Gurls Out Loud

Block. Report. Tell someone you trust.

A To help girls spot the signs of grooming /
coercion.

A Series of educational social content.

Ag&jml tbofkdA fkpmfoba _a
marches, climate change protests and o
Me Toomovement.

A Social influencer content.

A Places of support signposted on microsite.

gurlsoutloud.com



Social content examples

No more creeps [
asking what I'm /
wearing and wanting J&

me to take it off

anyway /\'3

/
/

3

Me after blocking a
weirdo asking for nudes

o ®

Me and my friends on our way to




GURLS

L
OouUT

LOUD

BLOCK. REPORT.
TELL SOMEONE
YOU TRUST.




Influencer content

We worked with25 social media influencers
who created content on their TikTok and
YouTube channels to support the campaign

Tallia Storm Caitlin and Leah

E
£
g.
E
i
3
£
g,




Young digital creators

Block
= Report

#SaySomething

@itsmillyevans @dillonkr

(10.2K followers on Instagram (3.8K followers on Instagram,
400K on TikTok!) 90K on TikTok!)

report, tell someone |
you trust.

_ Tell someone you trust.
£ >

@disabled_eliza

(89.9K followers on Instagram,
73.3K on TikTok)




Good guality
conversations

One good quality conversation about
online grooming and online sexual abuse
can make all the difference to both
parents/carers and daughters.

A
A

It breaks down barriers to future conversations.

1"obkgp tel @a ~“i ob”av pm
were more confident their daughter would
speak to them if a problem arose.

Daughters who had been spoken to were more
open to the possibility of their parents talking to
them again.




@ IWF

Sexually coerced extortion é

Blackmaill, involving the exploitation

of nude, explicit or sensitive images of
videos to coerce victims to share more
explicit imagery or paying to prevent
further sharing.

e e







